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What are cryptocurrencies? 
Cryptocurrencies are based on the blockchain 
technology.  

In simple terms, a blockchain is a list of datasets, 
known as blocks, which are linked together in a chain 
by a cryptographic procedure. These datasets are 
built up one on top of the other and a characteristic 
feature is that they cannot be exchanged or 
eliminated. The technology makes it possible to 
document precisely who concludes which transaction 
using the blocks, or currency units.  

What are the main differences between 
cryptocurrencies and traditional 
currencies? 
A unit of a traditional currency represents a claim 
against the central bank for that currency. In general 
terms, the central bank can create as many currency 
units as it deems fit, and specify the value that has to 
be deposited by commercial banks at the central 
bank in exchange for a currency unit, during the 
course of a repo transaction. The central bank also 
sets the rate of interest that it pays out to banks for 
their deposits (or that it charges banks if the rate is 
negative). These powers enable central banks to exert 
a significant influence on the value of the currency 
and the exchange rate.  

Cryptocurrencies on the other hand are mostly 
decentralised, which means that they are issued by 

different people, specifically by carrying out 
programming work within a “block”. This is also 
referred to in jargon as “mining”. The number of 
blocks (currency units) is limited for most 
cryptocurrencies and the greater the number of 
blocks, the more difficult it is to create new blocks. 
This means that cryptocurrency units cannot be 
reproduced at will and there is no central authority 
that can exert an influence over the price and 
exchange rate of the cryptocurrency.  

In contrast to traditional currencies, the most 
common cryptocurrencies do not feature any claim 
against a particular issuer. The value of a 
cryptocurrency unit is determined by the market 
participants trading in the cryptocurrency, in a similar 
manner to a commodity.  

How are cryptocurrencies stored?  
Cryptocurrencies (or the rights or keys to a currency 
unit or a block) are stored in virtual “wallets”. A wallet 
contains an access code (key), through which the 
owner can identify himself or herself and conclude 
transactions. A distinction is drawn between software 
wallets and hardware wallets. Whilst blockchain keys 
are stored online in a software wallet (known as “hot 
storage”), hardware wallets store then on an item of 
hardware (mobile telephone, PC, tablet, memory stick 
or even on paper) (known as “cold storage”).  

Hardware wallets are as a rule safer, as long as the 
hardware is not connected to the internet and it is 
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thus impossible for hackers to gain unauthorised 
access to the data carrier in the wallet. However, in 
order to trade in cryptocurrencies, hardware wallets 
also have to be connected to the internet, which thus 
also exposes the wallets to a risk of hacking.  

Software wallets store the keys to the blockchain with 
a third party in the cloud. If this form of storage is 
used, the owner of the cryptocurrency is less 
protected against hacking due to the permanent 
connection to the internet.  

How are cryptocurrency balances dealt 
with by banks? 
Various banks offer their clients the opportunity to 
invest in cryptocurrencies. The bank can keep a wallet 
in the name of each client, through which the client 
can trade in cryptocurrencies via online banking or by 
placing orders with his or her relationship manager. 
These wallets are software wallets as they are 
permanently connected to the internet.  

It is also conceivable that the bank may collectively 
store the cryptocurrency balances of its clients in a 
(software) wallet, in a similar manner to securities or 
precious metals, with the result that each client has a 
corresponding joint ownership share of the content 
of the wallet.  

Finally, a client may also have a claim against the 
bank that is denominated in a cryptocurrency, which 

may rise or fall in line with changes in the price of the 
cryptocurrency.  

What risks are associated with investing in 
cryptocurrencies at Swiss banks? 
The risk of hacking, which is inherent to software 
wallets, cannot be entirely excluded even by storing 
cryptocurrencies at a bank. However, banks normally 
have very good technologies for protecting wallets. 
Should anything nevertheless go wrong, clients as a 
rule have a contractual claim to be compensated by 
the bank. If ownership of the (collective) wallets can 
be attributed to the clients, the cryptocurrency 
balances of the clients will be separated in the event 
that the bank becomes bankrupt and will not form 
part of the bankruptcy assets. 

If the client has a claim against the bank that is 
denominated in a cryptocurrency, the client will bear 
the risk of the bank becoming insolvent. According to 
a provisional non-binding opinion by Esisuisse, the 
association that provides insurance for privileged 
deposits at banks, cryptocurrency balances held at 
banks will not be granted privileged status up to CHF 
100,000 in the event of the insolvency of the bank, as 
is the case for other currency balances. 
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